http://8.217.11.251

Tools Version:

JDK 23.0.2 + apache-maven-3.9.9 + Spring Boot 3.4.3 + Spring Security 6.4.3 + MyBatis 3.0.4 + Redis 7.2.7 +
Kafka 3.9.0 + Elasticsearch 7.17.1 + MySQL 9.2.0 + kaptcha 2.3.2 + Spring Email 3.4.3 + Quartz + caffeine +
Spring Boot Actuator

Run this project in your localhost:

wenn you install all the tools, connect to your database, then run these four commands in four sperate
terminals:

brew services start redis
zookeeper-server-start /opt/homebrew/etc/zookeeper/zoo.cfg
kafka-server-start /opt/homebrew/etc/kafka/server.properties

(base) chutongren@ChutongdeMacBook-Pro elasticsearch-7.17.1 % ./bin/elasticsearch

Funtionalities:

Login: Email-based registration with activation email, Secure password storage using MD5 with salted
hashing, Login with randomized CAPTCHA verification, Session management to maintain login state,
Dynamic Ul rendering (different views for guests and logged-in users)

About me: My Profile (displays number of Following (0), Followers (1), and Likes (3)), My posts, Settings
(upload new avatar, change Password), Log out

Post: Create posts with sensitive word filtering, Private messaging system, Post list sorted by latest or
hottest, View post details, Pagination for browsing posts

Social Features: Like mechanism, Follow/unfollow users, Real-time system notifications (when someone
likes, comments, replies, or follows you)

Messages: View and send comments/messages, Comment/message list, Display number of unread items
(status-based)

Even if it is added to the environment variable, the command initialization must be typed into bin.

mysqld --initialize --console


http://8.217.11.251/
http://localhost:8082/community/followees/137
http://localhost:8082/community/followers/137

ChutongdeMacBook-Pro:bin root# sudo ./mysqld --imitialize --console
2B25-82-23T21:56:27 8976152 @ |[System]| [MY-@15017] [Server] MyS0L Server Inttial
ization - stort

2025-92-23T21:56:27 . 8987382 @ [Warning] [MY-813711] [Server] Maonifest file 'fusr

Socal /mysql-8.4 _4-macoslS-armbd/Din/mysqld.my” 15 not read-only. For better sec
urity, please moke sure that the file is read-only.

2025-92-23T21:56:27. 8992417 @ [System] [MY-213169] [Server] Susr/local/mysql-8.4
LA-macos1S-armbdbinsmysqgld (mysgld B.4.4) inttializing of server in progress as
process 97851

2025-92-23T21:56:27.901227Z @ [Warning] [MY-2108159] [Server] Setting lower_case
table_names<? becouse file system for Jusr/local/mysql-B.4. 4-macoslS-arsbd/data/
is case insensitive

2025-82-23T21:56:27.9105682 1 [System] [MY-213576] [InncD8] InnoDE initializatio

n has started.

2025-92-23T21:56: 28.035152Z 1 [System] [MY-@13577] [InnoD8] InnoDB initializatio

n has ended.

2825-82-23T21:56:29.061629Z 6 [Mote] [MY-B12454] [Server] A temporary password 1
s generated for root®localhost: s-kaXigp(3=9

2025-82-23T21:56:29. 4018547 @ [System] [MY-813172] [Server] Received SHUTDOWN fr

om user <via user signal>. Shutting down mysgld (Version: 8.4.4).
2025-92-23T21:56:30,165174Z @ [System] [MY-@150818] [Server] MySQL Server Initial
ization - end.

A temporary password is generated for root@localhost: s-kaXigp(3=9

brew install mysq|l

mysql_secure_installation [~#y [V I, fP




Error resolution: https://juejin.cn/post/6844903831298375693

mysql.server start # Start MySQL first
mysql -u root -p # Log in to MySQL 2025@MySQL

You install MySQL on macOS with Homebrew, and you don't need the my.ini file. On macOS and Linux, the
MySQL configuration file is my.cnf, not my.ini on Windows.

create database

'mysql> create database community;
Query OK, 1 row affected (0.00 sec)

mysql> show databases;

community
information_schema
mysql
performance_schema

5 rows in set (0.02 sec)

create schema(tables) in database

mysql> use community;

Database changed

mysql> source /Users/chutongren/Documents/job/nowcoder/community-init-sql-1.5/in
it_schema.sql

Query 0K, @ rows affected (0.01 sec)

Query OK, @ rows affected (0.00 sec)

Query OK, @ rows affected (0.00 sec)



https://juejin.cn/post/6844903831298375693

mysql> show tables;

discuss_post
login_ticket
message

rows in set (0.00 sec)

import init_data.sql

mysql> source /Users/chutongren/Documents/job/nowcoder/community-init-sql-1.5/in
it_data.sql;

Query OK, @ rows affected (0.00 sec)

Query 0K, @ rows affected (0.00 sec)

| id | username | password | salt | email
| type | status | activation_code | header_url
| create_time




r

Manage Server Connections

MySQL Connections Connection Name: Local Instance

Local Instance

New

Connection  Remote Management  System Profile

Connection Method: Standard (TCP/IP)

Parameters SSL  Advanced

Hostname: 137001 Port: 3306

Username: got

Password Store in Keychain ... Clear

Method to use to connect to the RDBMS

Name or IP address of the server host - &
port.

Mame of the user to connect with.

The user's p d. Will be req dla
not set.

. The sch It schema.
ow et RRE I G

Delete Duplicate Move Up Move Down

Login Modul

Send Activation Email automatically

Spring Email(https://mvnrepository.com/search?q=Spring+Mail)

1.Enable POP3/SMTP service in the mailbox

2.Config:

# MailProperties

# MailProperties

spring
spring
spring
spring
spring

spring

.mail.host = smtp.sina.com

.mail.port= 465

.mail.username=nowcoderofficial@sina.com
.mail.password=a3cf42ac35af7cl7 # NOT Login password, BUT
.mail.protocol=smtp

3.utils/MailClient.java

Creating and sending MimeMessage with JavaMailSender

Test Connection Close

.mail.properties.mail.smtp.ssl.enable=true # need to be set as true

MimeMessagHelper simplifies the creation and configuration of MimeMessage

@Component


https://mvnrepository.com/search?q=Spring+Mail

public class MailClient { // JavaMailSender -> MimeMessageHelper -> MimeMessage
@Autowired

private JavaMailSender mailSender;

@value("${spring.mail.username}")

private String from;

public void sendMail(String to, String subject, String content) {
try{
MimeMessage message = mailSender.createMimeMessage();
MimeMessageHelper helper = new MimeMessageHelper (message); // sender helper

helper.setFrom(from); // message, from, to, subject, content
helper.setTo(to);

helper.setSubject(subject);

helper.setText (content,true);

mailSender.send(helper.getMimeMessage());
}catch (MessagingException e){

logger.error("emial sent failed: "+e.getMessage());

4 Write test class

The error is due to: Password changed to authorization code: a3cf42ac35af7c¢17

T OnJune 7th, | tried registering a new user in China. No matter how many times | tested, the activation
email never arrived.

So | ran two test functions in MailTests.java and made a surprising discovery:

When the HTML template only contains a simple <p> tag, the activation email is received
successfully.

X As soon as there's a URL in the HTML (like an <a href="..."> tag), even though the function may
run successfully, the email is not received at all.

Then | checked the error message in the console:

org.springframework.mail.MailAuthenticationException: Authentication failed at

org.springframework.mail.javamail.JavaMailSenderImpl.doSend(JavaMailSenderImpl.java:402)

Caused by: jakarta.mail.AuthenticationFailedException: 535 5.7.8 authentication failed
... 35 more

The core error is definitely related to Emailbox authentication. Possible causes include:

-~

Maybe the SMTP authorization code expired?
Maybe the newly added function broke something?
Maybe it's the VPN? (I noticed some VPN-related info in the logs, which made me suspicious)

-~ ~



After many tests, | finally discovered the real reason: It was the VPN causing the email authentication to
fail! As soon as | turned off the VPN, the activation emails were sent and received successfully. Allin all, as
long as Redis is running, Kafka is running, Elasticsearch is running and VPN is OFF, then this function works
perfectly. (Aaaahhhh!!! It was the VPN all along!!! | spend a whole night to find it out!

Register

Utils

public static String generateUUID(){
return UUID.randomUUID().toString().replaceAll("-", ""); //REZFBMNEMET
}
// MD5 encryption encrypts pw 1 can only encrypt but not decrypt 2 each encryption
becomes a value // MD5HIZ XpwilZ 1XREEINETEERE 28NBHESTH—E
// hello + 3e4a8 (salt) -> abcl23defd56abc
public static String md5(String key){
if(StringUtils.isBlank(key)){

return null;

}
return DigestUtils.md5DigestAsHex(key.getBytes());
}
Login

verification code generation

Kaptcha (https://mvnrepository.com/search?q=Kaptcha+)

User accesses /kaptcha from the frontend.

The server generates a random verification code (text + image).

The server stores the verification code text in the session, for later comparison.
The server sends the verification image to the browser.

s N =

The user sees the verification image on the login page.
The user submits the login request ( /login).

The server retrieves the verification code text from the session and compares it with the user input:

session.getAttribute("kaptcha");

If it matches: continue checking username and password.
If it doesn't match: show "Verification code incorrect"”, reject login.

The refresh kaptcha() function generates a new path that includes a random number Math.random() to
prevent browser caching. $("#kaptcha").attr("src", path); uses jQuery selector $("#kaptcha") to
find the <img> element with id="kaptcha", and sets its src attribute to the new path path, which
refreshes the image.


https://mvnrepository.com/search?q=Kaptcha+

user id links the login ticket table and the user table. expired is the expiration time, which decides
whether the current state is logged in or logged out.

login ticket isthe login credential (issued to the browser).

The entire table is centered on the ticket. The ticket is the only login credential (so we know which user is
logged in).

status : 0 = valid, 1 = invalid

user_id

id is auto-generated.

Data Access Layer

entity/LoginTicket : member variables + getter and setter + toString method
dao/LoginTicketMapper interface:

e USe @Mapper annotation

® insertLoginTicket(LoginTicket) tO insert

® TLoginTicket selectByTicket(String ticket);

® int updateStatus(String ticket, int status) to update status

Method 1: .xml mapping

Method 2: use annotations, with a pair of parentheses containing curly braces, and multiple strings inside
the braces, which form a server.

Write testInsertLoginTicket to testif CRUD is implemented.
Business Logic Layer

Logic: first, the input values must not be null; second...
Presentation Layer - Login

login.html:

Default values

IN <input>, name="username" Serves to:

e specify the parameter name when submitting the form, to ensure the data is correctly sent to the
server

e work with th:value to implement form value retention, avoiding repeated input

e used in Spring MVC for object binding, allowing form data to be mapped to Java objects automatically

Logout: the ticket status in the database stays 0 (unchanged)

Outputting the ticket: turns out the value is loginTicket.getTicket () . That's weird—it should be a string,
and getTicket () shows as unused. This bug made me so frustrated.



‘ Diusspwsgmﬂe LoginTicketMapper.insertLoginTicket(loginTicket);

map.put( t" ,loginTicket.getTicket());
return map;|

Displaying Login Info - Using Interceptor

If logged in: header shows 123
If not logged in: header shows 456

The user table doesn't exist on the browser side because it's sensitive. Only the ticket is stored. From
the ticket, we can get the user id, and then we can query user info from the user table.

Get the cookie from the request -> wrap it into "util/CookieUtil.java

Show Login Status with Interceptor

To display the login status of the current user, we implement an Interceptor to retrieve the login ticket
stored in the browser's cookie, validate it, and fetch the corresponding user. Then we make the user
information accessible throughout the whole lifecycle of the request.

» Step 1: Create a Utility to Read Cookie Values

public class CookieUtil {

public static String getValue(HttpServletRequest request, String name) {

if(request==null| |name==null){

throw new IllegalArgumentException("The request parameter name can not be

null");

}
Cookie[] cookies = request.getCookies();
if (cookies != null){

for (Cookie cookie : cookies){

if (cookie.getName().equals(name)){

return cookie.getValue();

}

return null;

» Step 2: Use a HostHolder Utility to Replace HttpSession

HostHolder is a utility class that stores user information in a ThreadLocal, so it is accessible across the
different layers of the application during a single request thread.



@Component

public class HostHolder {
private ThreadLocal<User> users = new ThreadLocal<>();
public void setUser(User user) {users.set(user);}
public User getUser() {return users.get();}

public void clear() {users.remove();}

«f Step 3: Define an Interceptor

We create a LoginTicketInterceptor class that implements HandlerInterceptor and override its three core
methods:

preHandle() — executed before the controller is invoked

postHandle() — executed after the controller but before the view is rendered

afterCompletion() — executed after the view is rendered (i.e., after TemplateEngine processing)

@Component

public class LoginTicketInterceptor implements HandlerInterceptor {

@Autowired

private UserService userService;

@Autowired

private HostHolder hostHolder;

@Override
public boolean preHandle(HttpServletRequest request, HttpServletResponse response,
Object handler) throws Exception {
// Retrieve login ticket from cookie

String ticket = CookieUtil.getValue(request, "ticket");

if (ticket != null) {

// Fetch login ticket from the database

LoginTicket loginTicket = userService.findLoginTicket (ticket);

// Check if the ticket is valid

if (loginTicket != null && loginTicket.getStatus() == 0 &&

loginTicket.getExpired().after(new Date())) {

// Fetch user based on the login ticket
User user = userService.findUserById(loginTicket.getUserId());
// Store user in current thread (for this request)

hostHolder.setUser (user);

}
}
return true;
}
@Ooverride

public void postHandle(HttpServletRequest request, HttpServletResponse response,
Object handler, ModelAndView modelAndView) throws Exception {
User user = hostHolder.getUser();

if (user != null && modelAndView != null) {



// Add user to the model so that views can access it

modelAndView.addObject("loginUser", user);

@Override
public void afterCompletion(HttpServletRequest request, HttpServletResponse response,

Object handler, Exception ex) throws Exception {
// Clear user information to prevent memory leaks

hostHolder.clear();

o Step 4: Register the Interceptor in Configuration

In order that Spring can apply it to incoming requests, we need to register LoginTicketInterceptor in our
WebMvcConfigurer

@Configuration
public class WebMvcConfig implements WebMvcConfigurer {

@Autowired
private LoginTicketInterceptor loginTicketInterceptor;

@Ooverride
public void addInterceptors(InterceptorRegistry registry) {
registry.addInterceptor(loginTicketInterceptor)
.excludePathPatterns("/**/*.css","/**/*.js","/*x*/*.png","/**/* . jpg","/**/*.jpeg");

}

o Step 5: index.html

Use the loginuser object, which is stored in the Model, to check whether the user is logged in.
If the user is logged in, display "Messages" and "My Profile" on the homepage.
If the user is not logged in, display "Sign up"” and "Sign in".

Messages
Sign up | Sign in

User Avatar

Posts Modul
filter sensitive words with Prefix Tree(Trie)

WHAT is Trie?



A Trie is a tree data structure used to store strings efficiently. The root node contains no character. Every
child node (except the root) contains exactly one character. A path from the root to a leaf forms a string. If
the string is a sensitive word, the leaf node is marked. Among sibling nodes, each character is unique.

Trie is trading memory space for time.
Applications: String searching, Word frequency statistics(HOT words), String sorting
You use a StringBuilder:

e |f the substring is not a sensitive word, append the characters as they are.

e Ifitis a sensitive word, replace the entire word with * symbols.

e After replacement, move Pointer 2 forward and reset Pointer 1 to the root.

e inputis a text, output is a text without sensitive words

% 14): abe, bf, be J
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There are three pointers: Pointer 1: Points to the root of the Trie, used to traverse the tree. Pointer 2: Points
to the current character in the string from left to right; marks the start of a potential word. It never moves
backward. Pointer 3: Starts from Pointer 2 and moves forward; marks the end of a potential word. It resets
when Pointer 2 moves forward.

HOW?
Step1: Define the prefix tree. util/class SensitiveFilter
Step2: Initialize it using the list of sensitive words. resources/sensitive-words.txt

Step3: Implement a filtering method that checks and replaces sensitive words. public String filter(String
text){

post with AJAX



AJAX stands for Asynchronous JavaScript and XML. It's not a new technology, but rather a new way of using
existing technologies. With AJAX, a web page can update parts of its content asynchronously — that is,
without refreshing the entire page. Although the "X" stands for XML, nowadays JSON is more commonly
used because it's easier to parse and work with in JavaScript. iIEEEHMERERE L, AEERIFTIE

Using jQuery to send an AJAX request: In an HTML page, we can add a small button. When the button is
clicked, a POST request is sent asynchronously. This allows us to interact with the server and retrieve data
without reloading the page.

? Two Ways to send user input data from Frontend to Backend in a Spring Boot web app:
1. Form Submission (e.g., login, register):

o Sends data by reloading the page.
o Spring MVC automatically binds form fields to Java objects using matching name attributes.
2. AJAX Request (e.g., posting, commenting):

o Sends data asynchronously without reloading the page.
o You manually collect input and send it using $.post() Or fetch() .
o The backend receives it as individual parameters or a JSON object.

< Use form submission for page navigation; use AJAX for smoother user experience with partial
updates.

loginUser is a user object passed from the backend controller to the HTML page via the Model. The
th:if="${loginUser!=null}" condition in Thymeleaf ensures that the Post button is only displayed if a
user is logged in.

th:if="${loginUser!=null}"
// if logged in, then show "Post"

? After click a post, what happened?
Click -> changen url(add postld after url)
turn to discuss/detail site

Spring MVC's automatic binding mechanism: The name attribute in the HTML form must strictly match the
field name of the Java class (case-sensitive) and must be accessed through Getter/Setter: It is required to
access properties through getter/setter (even if the field is private ), not directly .name, which is a
manifestation of encapsulation. Spring MVC BB 4 EHLH]: HTML REFH) name BHLINS Java EHFER
Z EREE (XoKNB) il Getter/Setter ih1a): ERET getter/setter )@ (EMEFERZ
private) , ABEE}E.name, XEITRMAIEKIL,

<select id="selectDiscussPosts" resultType="DiscussPost">
select <include refid="selectFields"></include>
from discuss_post
where status != 2
- WREHFKH userid IFTF 0, ML and user id = #{userId} X PITIEFHMH.
<if test="userId!=0">
and user_ id = #{userId}

</if>



<if test="orderMode==0">
order by type desc, create time desc
</if>
<if test="orderMode==1">
order by type desc, score desc, create time desc
</if>
limit #{offset}, #{limit}

</select>

Spring Data Access - Transaction Management

The phantom read condition is to count multiple data (such as the total number of posts), which is
acceptable, for example, we count in the middle of the night ZIEEMHR AT SEEIE (LU F2%0) , 7
Mg, tbanFANEFRE

Optimistic lock: Even if there is concurrency, there is usually no problem JM4i: BEMEH KT, BEHASE

53
Declarative Transaction Management

Programmatic Transaction Management: only want to control a part of it.

Show Comments in Post Detail Page
entity_type: type(target of comment) 1:post, 2:comment
entity_id: id of that post/comment
target_id: Under a post, you can also comment a comment, whom you comment to
Status: 2:deleted
® entity type + entity id HEMAN EGIMNE, TINTFILS SRR RIEM.
where status=0

and entity type=#{entityType}
and entity id=#{entityId}

Add a Comment

Add a Comment in db, then revise the number of comments

Messages

Redis - like

A lightning-fast, in-memory cache & database for high-speed data access. Redisf#/RQPSHRIIE)R, LA 1703
HEBRICILER, RedisEAFFE + BLRRIOZRER —» BIWIE105+ QPS, RANEIHIEE RI4RE, EHR
MySQL#ER R ME L F



As a programmer maintaining a Product Service:
e Service needs to handle 10,000 QPS (queries per second)
e Underlying MySQL can only support 5,000 QPS

e eg. Double 11 flash sales, Spring Festival train ticket rush, Any high-concurrency read operations

ARNENEA
YOUPUeY
[ —

Key insight:

e Memory access is 100x faster than disk access
e MySQL stores data on disk — Slow
e Redis stores data in memory — Fast

Implementation approach:

1. Check Redis (in-memory) first

2. If missing ("cache miss", which means when data isn't found in Redis and must be fetched from
MySQL), query MySQL
3. Store MySQL results in Redis for future requests









spring redis

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-data-redis</artifactId>
<version>3.4.3</version>

</dependency>

# redis
spring.data.redis.database=11
spring.data.redis.host=localhost

spring.data.redis.port=6379

@Autowired

private RedisTemplate redisTemplate;



& 524% Redis FRIENIER

e like:entity:1:233 - Set: [12, 44, 88] RniX% entity X/ THF Rid %

e like:user:44 - 109 R=FAF 44 %7 109 )&

RedisfyE S EIE

7£ Spring B9 Redis H1, B EEFBIY RedisTemplate.execute(new SessionCallback(){...}) +
operations.multi() + operations.exec() RFIZTHIM, MAREBIEEF(ER eTransactional JE
%go

Follow

» Kafka-Based System Notifications (e.g. “Someone commented
on your post”)

When you comment, like, or follow, the system automatically sends a notification such as:

“Alice commented on your post”
and includes a link to that post or user.

These user interactions happen frequently, so to improve performance, we use Kafka as a message
queue to process them asynchronously and concurrently.

Kafka is a distributed message queue system. Even without Kafka, you could use a simple blocking
queue, but Kafka has key advantages:

e Kafka persists messages to disk, while blocking queues usually store them in memory.

e Disk is cheaper and larger than memory, allowing Kafka to handle large volumes of data.

e Kafka reads/writes are sequential and fast, making it ideal for logging, messaging, and event
processing.

& Kafka Terminology

e Broker: A Kafka server that stores and serves messages.

e Zookeeper: Manages Kafka brokers and handles cluster coordination.
e Topic: Like a folder, used to store messages of a specific category.

e Partition: A subdivision of a topic to allow parallelism and scalability.

Q) Kafka Installation

step1: Install Kafka with homebrew
brew install kafka
step2: Configuration (optional)
/opt/homebrew/etc/kafka/server.properties
don't need to change anything for basic use — default paths will work.
step3: start services
open two separate terminal tabs:



zookeeper-server-start /opt/homebrew/etc/zookeeper/zoo.cfg
kafka-server-start /opt/homebrew/etc/kafka/server.properties
ATTENTION: Make sure Zookeeper is started before Kafka!

Last loain: Sat Anr 19 22:18:53 on_ttvs023
(base) chutongren@ChutongdeMacBook-Pro ~ % zookeeper-server-start /opt/homebrew/
etc/zookeeper/zoo.cfg

[2025-04-19 22:34:27,680] INFO Reading configuration from: /opt/homebrew/etc/zoo
keeper/zoo.cfg (org.apache.zookeeper.server.quorum.QuorumPeerConfig)

[2025-04-19 22:34:27,683] INFO clientPortAddress is 0.0.0.0:2181 (org.apache.zoo
keeper.server.quorum.QuorumPeerConfig)

[2025-04-19 22:34:27,683] INFO secureClientPort is not set (org.apache.zookeeper
.server.quorum.QuorumPeerConfig)

[2025-04-19 22:34:27,683] INFO observerMasterPort is not set (org.apache.zookeep
er.server.quorum.QuorumPeerConfig)

[2025-04-19 22:34:27,683] INFO metricsProvider.className is org.apache.zookeeper
.metrics.impl.DefaultMetricsProvider (org.apache.zookeeper.server.quorum.QuorumP
eerConfig)

[2025-04-19 22:34:27,684] INFO autopurge.snapRetainCount set to 3 (org.apache.zo
okeeper.server.DatadirCleanupManager)

[2025-04-19 22:34:27,684] INFO autopurge.purgelnterval set to @ (org.apache.zook
eeper.server.DatadirCleanupManager)

[2025-04-19 22:34:27,684] INFO Purge task is not scheduled. (org.apache.zookeepe
r.server.DatadirCleanupManager)

[2025-04-19 22:34:27,684] WARN Either no config or no quorum defined in config,
running in standalone mode (org.apache.zookeeper.server.quorum.QuorumPeerMain)
[2025-04-19 22:34:27,685] INFO Log4j 1.2 jmx support not found; jmx disabled. (o

step 4: create a kafka topic

co0eeo

Last _loain: Sat _Anr 19 22:34:25 on ttvsfAa3
(base) chutongren@ChutongdeMacBook-Pro ~ % kafka-server-start /opt/homebrew/etc/
kafka/server.properties

chutongren — java -Xmx1G -Xms1G -server -XX:+UseG1GC -...

[2025-04-19 22:34:48,359] INFO Registered kafka:type=kafka.lLog4jController MBean
(kafka.utils.Log4jControllerRegistration$)

[2025-04-19 22:34:48,475] INFO Setting -D jdk.tls.rejectClientInitiatedRenegotia
tion=true to disable client-initiated TLS renegotiation (org.apache.zookeeper.co

mmon . X509Ut11)

[2025-04-19 22:34:48,525] INFO Registered signal handlers for TERM, INT, HUP (or
g.apache.kafka.common.utils.LoggingSignalHandler)

[2025-04-19 22:34:48,526] INFO starting (kafka.server.KafkaServer)

[2025-04-19 22:34:48,526] INFO Connecting to zookeeper on localhost:2181 (kafka.
server.KafkaServer)

[2025-04-19 22:34:48,540] INFO [ZooKeeperClient Kafka server] Initializing a new
session to localhost:2181. (kafka.zookeeper.ZooKeeper(Client)

[2025-04-19 22:34:48,576] INFO Client environment:zookeeper.version=3.8.4-9316c2
a7a97e1666d814593f34dd6fc36ecc436¢c, built on 2024-02-12 22:16 UTC (org.apache.zo
okeeper.ZooKeeper)

[2025-04-19 22:34:48,576] INFO Client environment:host.name=chutongdemacbook-pro
.fritz.box (org.apache.zookeeper.ZooKeeper)

[2025-04-19 22:34:48,576] INFO Client environment:java.version=23.0.2 (org.apach
e.zookeeper.ZooKeeper)

[2025-04-19 22:34:48,576] INFO Client environment:java.vendor=Oracle Corporation

kafka-topics.bat --create --bootstrap-server localhost:9002 --replication 1 --partition --topic test
kafka-topics.bat --list --bootstrap-server localhost:9002

step 5: producer and consumer send and consume messages
kafka-console-producer --broker-list localhost:9092 --topic test

Last login: Sat Apr 19 22:34:46 on ttys004
(base) chutongren@ChutongdeMacBook-Pro ~ % kafka-topics --create --bootstrap-ser
ver localhost:9092 --replication-factor 1 --partitions 1 --topic test

Created topic test.
(base) chutongren@ChutongdeMacBook-Pro ~ % kafka-topics --list --bootstrap-serve
r localhost:9092

test
(base) chutongren@ChutongdeMacBook-Pro ~ % kafka-console-producer.bat --broker-1
ist localhost:9092 --topic test

zsh: command not found: kafka-console-producer.bat
(base) chutongren@ChutongdeMacBook-Pro ~ % kafka-console-producer --broker-list
localhost:9092 --topic test

>hallo
>world
>Alles Gute
>

Spring Boot Integration with Kafka

spring kafka

# KafkaProperties

kafka-console-consumer --bootstrap-server localhost:9092 --topic test --from-beginning

(N N ] chutongren — java -Xmx512M -server -XX:+UseG1GC -XX:M...

Last login: Sat Apr 19 22:35:26 on ttys@@5
(base) chutongren@ChutongdeMacBook-Pro ~ % kafka-console-consumer --bootstrap-se
rver localhost:9092 --topic test --from-beginning

hallo
world
Alles Gute

spring.kafka.bootstrap-servers=localhost:9092

spring.kafka.consumer.group-id=test-consumer-group

spring.kafka.consumer.enable-auto-commit=true

spring.kafka.consumer.auto-commit-interval=3000 # ms

KafkaProducer -> KafkaTemplate.send(topic,data)

@KafkaListener(topics =

this is a active call

{"test"}), public void handleMessage(ConsumerRecord record) Passive

trigger, automatically as long as there is an event in the queue

Send System Notifications


https://mvnrepository.com/artifact/org.springframework.kafka/spring-kafka

public class Event ({

message

L

entity/Event

private String topic; // "comment", "like" or "follow"
private int userId; // always = 1

private int entityType;

private int entityId;

private int entityUserId;

private Map<String, Object> data = new HashMap<>(); // link

event/EventProducer, EventConsumer event data transfer with JSON Format

@Component

public class EventProducer {

@Autowired

private KafkaTemplate kafkaTemplate;

public void fireEvent(Event event) {

kafkaTemplate.send(event.getTopic(), JSONObject.toJSONString(event));

@Component

public class EventConsumer implements CommunityConstant {

@Autowired

private MessageService messageService;

@KafkaListener(topics = {TOPIC_COMMENT, TOPIC_LIKE, TOPIC_FOLLOW})
public void handleCommentMessage (ConsumerRecord record) {
if (record == null || record.value() == null) {
logger.error("The kafka message content is null!");

return;



Event event = JSONObject.parseObject(record.value().toString(), Event.class);
if (event == null) {
logger.error("Invalid kafka message format!");

return;

Message message = new Message();
message.setFromId(SYSTEM_USER_ID);
message.setTold(event.getEntityUserId());
message.setConversationId(event.getTopic());

message.setCreateTime (new Date());

Map<String, Object> content = new HashMap<>();
content.put("userId", event.getUserId());
content.put("entityType", event.getEntityType());
content.put("entityId", event.getEntityId());

if (!event.getData().isEmpty()) {
for (Map.Entry<String, Object> entry : event.getData().entrySet()) {
content.put(entry.getKey(), entry.getValue());
}
}

message.setContent (JSONObject.toJSONString(content));
messageService.addMessage (message) ;

controller/  3BEvent)E&1F45eventProducer

@Controller
@RequestMapping("/comment")
public class CommentController implements CommunityConstant {
@RequestMapping(path = "/add/{discussPostId}", method = RequestMethod.POST)
public String addComment (@PathVariable("discussPostId") int discussPostId, Comment
comment) {

40 ooc

Event event = new Event()
.setTopic(TOPIC_ COMMENT)
.setUserId(hostHolder.getUser().getId())
.setEntityType (comment.getEntityType())
.setEntityId(comment.getEntityId())
.setData("postId", discussPostId);
if (comment.getEntityType() == ENTITY TYPE POST) {
DiscussPost target =
discussPostService.findDiscussPostById(comment.getEntityId());
event.setEntityUserId(target.getUserId());
} else if (comment.getEntityType() == ENTITY TYPE COMMENT) {
Comment target = commentService.findCommentById(comment.getEntityId());

event.setEntityUserId(target.getUserId());



}

eventProducer.fireEvent (event);

return "redirect:/discuss/detail/" + discussPostId;

@Controller

public class LikeController implements CommunityConstant {

@RequestMapping(path = "/like", method = RequestMethod.POST)
@ResponseBody
public String like(int entityType, int entityId, int entityUserId, int postId) {
40 coo
if (likeStatus == 1) {
Event event = new Event()
.setTopic (TOPIC LIKE)
.setUserId(hostHolder.getUser().getId())
.setEntityType(entityType)
.setEntityId(entityId)
.setEntityUserId(entityUserId)
.setData("postId", postId);
eventProducer.fireEvent (event);
}

return CommunityUtil.getJSONString(0, null, map);

@Controller
public class FollowController implements CommunityConstant {
@RequestMapping(path = "/follow", method = RequestMethod.POST)
@ResponseBody
public String follow(int entityType, int entityId) {
User user = hostHolder.getUser();

followService.follow(user.getId(), entityType, entityId);

Event event = new Event()
.setTopic(TOPIC_FOLLOW)
.setUserId(hostHolder.getUser().getId())
.setEntityType(entityType)
.setEntityId(entityId)
.setEntityUserId(entityId);

eventProducer.fireEvent (event);

return CommunityUtil.getJSONString(0, "Followed!");

Show unread numbers



Message selectLatestNotice(int userId, String topic);

int selectNoticeCount(int userId, String topic);

int selectNoticeUnreadCount(int userId, String topic);

List<Message> selectNotices(int userId, String topic, int offset, int limit);

<select id="selectLatestNotice" resultType="Message">
select <include refid="selectFields"></include>
from message
where id in (
select max(id) from message
where status != 2
and from id =1
and to_id = #{userId}
and conversation_id = #{topic}
)

</select>

<select id="selectNoticeCount" resultType="int">
select count(id) from message
where status != 2
and from_ id =1
and to_id = #{userId}
and conversation_ id = #{topic}

</select>

<select id="selectNoticeUnreadCount" resultType="int">
select count(id) from message
where status = 0
and from id =1
and to_id = #{userId}
<if test="topic!=null">
and conversation id = #{topic}
</if>

</select>

<select id="selectNotices" resultType="Message">
select <include refid="selectFields"></include>
from message
where status != 2
and from id =1
and to_id = #{userId}
and conversation id = #{topic}
order by create time desc
limit #{offset}, #{limit}
</select>

public Message findLatestNotice(int userId, String topic) {



return messageMapper.selectLatestNotice(userId, topic);

public int findNoticeCount(int userId, String topic) {
return messageMapper.selectNoticeCount (userId, topic);

public int findNoticeUnreadCount(int userId, String topic) {

return messageMapper.selectNoticeUnreadCount (userId, topic);

public List<Message> findNotices(int userId, String topic, int offset, int limit) {

return messageMapper.selectNotices(userId, topic, offset, limit);

@RequestMapping(path = "/notice/list", method = RequestMethod.GET)
public String getNoticeList(Model model) ({

User user = hostHolder.getUser();

Message message = messageService.findLatestNotice(user.getId(), TOPIC_COMMENT);
Map<String, Object> messageVO = new HashMap<>();
if (message != null) {

messageVO.put ("message", message);

String content = HtmlUtils.htmlUnescape(message.getContent());
Map<String, Object> data = JSONObject.parseObject(content, HashMap.class);

messageVO.put ("user", userService.findUserById((Integer) data.get("userId")));
messageVO.put("entityType", data.get("entityType"));

messageVO.put ("entityId", data.get("entityId"));

messageVO.put ("postId", data.get("postId"));

int count = messageService.findNoticeCount(user.getId(), TOPIC_ COMMENT) ;

messageVO.put ("count", count);

int unread = messageService.findNoticeUnreadCount (user.getId(), TOPIC_COMMENT) ;
messageVO.put ("unread", unread);

}

model.addAttribute("commentNotice", messageVO);

message = messageService.findLatestNotice(user.getId(), TOPIC_LIKE);
messageVO = new HashMap<>();
if (message != null) {

messageVO.put ("message", message);

String content = HtmlUtils.htmlUnescape(message.getContent());
Map<String, Object> data = JSONObject.parseObject(content, HashMap.class);

messageVO.put ("user", userService.findUserById((Integer) data.get("userId")));

messageVO.put("entityType", data.get("entityType")):;



messageVO.put("entityId", data.get("entityId"));
messageVO.put ("postId", data.get("postId"));

int count = messageService.findNoticeCount(user.getId(), TOPIC_LIKE);

messageVO.put("count", count);

int unread = messageService.findNoticeUnreadCount (user.getId(), TOPIC_LIKE);
messageVO.put ("unread", unread);

}
model.addAttribute("likeNotice", messageVO);

message = messageService.findLatestNotice(user.getId(), TOPIC_FOLLOW);
messageVO = new HashMap<>();
if (message != null) {

messageVO.put ("message", message);

String content = HtmlUtils.htmlUnescape(message.getContent());
Map<String, Object> data = JSONObject.parseObject(content, HashMap.class);

messageVO.put("user", userService.findUserById((Integer) data.get("userId")));
messageVO.put("entityType", data.get("entityType"));
messageVO.put ("entityId", data.get("entityId"));

int count = messageService.findNoticeCount (user.getId(), TOPIC FOLLOW) ;

messageVO.put("count", count);

int unread = messageService.findNoticeUnreadCount(user.getId(), TOPIC_FOLLOW);
messageVO.put ("unread", unread);

}
model.addAttribute("followNotice", messageVO);

// count (unread)

int letterUnreadCount = messageService.findLetterUnreadCount(user.getId(), null);
model.addAttribute("letterUnreadCount", letterUnreadCount);

int noticeUnreadCount = messageService.findNoticeUnreadCount (user.getId(), null);

model.addAttribute("noticeUnreadCount", noticeUnreadCount);

return "/site/notice";

}

@RequestMapping(path = "/notice/detail/{topic}", method = RequestMethod.GET)

public String getNoticeDetail (@PathVariable("topic") String topic, Page page, Model
model) {

User user = hostHolder.getUser();

page.setLimit(5);
page.setPath("/notice/detail/" + topic);
page.setRows (messageService.findNoticeCount (user.getId(), topic));

List<Message> noticelList = messageService.findNotices(user.getId(), topic,

page.getOffset(), page.getLimit());



List<Map<String, Object>> noticeVoList = new ArrayList<>();
if (noticeList != null) {
for (Message notice : noticeList) {
Map<String, Object> map = new HashMap<>();
// B
map.put("notice", notice);
/] RB
String content = HtmlUtils.htmlUnescape(notice.getContent());
Map<String, Object> data = JSONObject.parseObject(content, HashMap.class);
map.put("user", userService.findUserById((Integer) data.get("userId")));
map.put("entityType", data.get("entityType"));
map.put("entityId", data.get("entityId"));
map.put ("postId", data.get("postId"));
/] BREE

map.put("fromUser", userService.findUserById(notice.getFromId()));
noticeVoList.add(map);

}

model.addAttribute("notices", noticeVoList);

/] REER

List<Integer> ids = getLetterIds(noticeList);

if (!ids.isEmpty()) {
messageService.readMessage(ids);

return "/site/notice-detail";

write a postman function

Elasticsearch Fundamentals

1. Introduction to Elasticsearch

e Adistributed, RESTful search and analytics engine
e (Capabilities:

o Supports full-text search across diverse data types
o Delivers real-time search results with high speed
o Designed for horizontal scaling (handles PB-scale data per second)

2. Core Terminology



Term

Index Z35| (db) ->Table

Type 28! (Table —3KkZ)

Document X#4 (17, —&KEURE)

Field &% (51)

Cluster 8% (—##iRZ52%)
Node 5 (HF—£A)

Shard 7/ (=T RFDAS T DR E
7, ReHKEN)

Replica Bl&x (IRErIAM)

Definition

A collection of documents (analogous to a database in

SQL)
BeprecatedHnvA0+ (Formerly a logical category within

an index)
Basic unit of data (JSON format), like a "row" in SQL

A key-value pair within a document (e.g., "title":
"Elasticsearch 101")

A set of connected nodes that hold all data
A single server in the cluster

A subset of an index’s data (enables distributed
storage)

A copy of a shard for fault tolerance

Setting Up Elasticsearch for Search: A Step-by-Step Guide

1. Overview

e Purpose: Sync database data to Elasticsearch (ES) for fast full-text search (default port: 9200)

* Prerequisite Services:

brew services start redis

zookeeper-server-start /opt/homebrew/etc/zookeeper/zoo.cfg

kafka-server-start /opt/homebrew/etc/kafka/server.properties

./bin/elasticsearch # Launch ES

2. Installation & Configuration

A. Download & Run

1. Download from Elasticsearch Official Site

2. Navigate to the installation folder and start:

cd /Users/chutongren/Documents/job/nowcoder/tools/elasticsearch-7.17.1

./bin/elasticsearch

B. Fixing macOS Security Errors


https://www.elastic.co/downloads/elasticsearch

“jdk" Not Opened

Apple could not verify "jdk" is free of
malware that may harm your Mac or
compromise your privacy.

Done Move to Bin

.

e Issue: macOS blocks unsigned JDK on Apple Silicon (M1/M2/M3)

e Solution:
sudo xattr -rd com.apple.quarantine /Library/Java/JavaVirtualMachines/jdk-23.jdk

C. Install Chinese IK Analyzer Plugin

e Method 1 (CLI):

bin/elasticsearch-plugin install https://get.infini.cloud/elasticsearch/analysis-

ik/7.17.1

e Method 2 (Manual):

1. Download plugin ZIP from |K GitHub
2. Unzip to plugins/ik/ in the ES installation directory
e Custom Words: Configure new terms in plugins/ik/config/IKAnalyzer.cfg.xml

D. Configure elasticsearch.yml

cluster.name: nowcoder
path.data: /Users/chutongren/Documents/job/nowcoder/tools/elasticsearch-7.17.1/data
path.logs: /Users/chutongren/Documents/job/nowcoder/tools/elasticsearch-7.17.1/1logs

// xpack.security.enabled: false # Disable auth for local dev


https://github.com/aparo/opensearch-analysis-ik

3. Integration with Spring Boot

e Application Properties:

spring.elasticsearch.uris=localhost:9200 # No "http://" needed

e Conflict Note: ES 7+ no longer clashes with Netty (used by Redis).

4. Verification & Troubleshooting

A. Check ES Health
curl -X GET "localhost:9200/_ cat/health?v"
e Error Fix: If connection fails, clear SSL passwords:

./bin/elasticsearch-keystore remove
xpack.security.transport.ssl.keystore.secure password

./bin/elasticsearch-keystore remove xpack.security.http.ssl.keystore.secure password

e Test: Access http://localhost:9200 in browser orvia curl.
B. Postman/curl Examples

e (Create an index:

curl -X PUT "localhost:9200/my_index"

e Search data:

curl -X GET "localhost:9200/my index/ search?g=title:elasticsearch"

5. Key Takeaways

e ESvs.DB: ESis a search engine, not a primary database. Sync only search-needed fields.
e Performance: Avoid wildcard queries ( *text* ) for better speed.
e Security: Disable xpack.security only for local development.

Here's a polished English version of your Elasticsearch implementation notes, structured for a technical
blog post with clear explanations and code samples:

Implementing Elasticsearch Search in Spring Boot: Version
Compatibility Solutions



1. Version Downgrade Rationale

e Problem: Code tutorials used Elasticsearch 7.x, but initial setup with ES 9.0.0 failed due to APl changes.
e Solution: Switched to ES 7.17.10 (LTS version) with tested code from this guide.

2. Key Implementation Steps

A. Entity Mapping (DiscussPost.java)

import org.springframework.data.elasticsearch.annotations.*;

@Document (indexName = "discusspost") // ES index name
public class DiscussPost {
@Id

private int id;

@Field(type = FieldType.Text, analyzer = "ik max word") // Chinese?1d
private String title;

@Field(type = FieldType.Text, analyzer = "ik max word")

private String content;

@Field(type = FieldType.Integer)
private int type; // 1=&J1, 0=Z&

@Field(type = FieldType.Double)
private double score; // tNE

@Field(type = FieldType.Date, format = DateFormat.basic_date_ time)

private Date createTime;

B. Repository Interface (Unmodified)

public interface DiscussPostRepository extends ElasticsearchRepository<DiscussPost,
Integer> {
// Inherits CRUD methods like save(), delete(), search()

3. Search Implementation (Test Class)

import org.springframework.data.elasticsearch.core.*;

import org.springframework.data.elasticsearch.core.query.*;
public class ElasticsearchTests {

@Autowired
private ElasticsearchOperations elasticsearchOperations;


https://blog.csdn.net/qq_17224327/article/details/131098395

@Autowir

private

// 1. In
@Test
public v

Disc

post.
post.
post.
post.
post.
post.

disc

// 2. Co
@Test
public v

// S
Nati

// S
Sear

DiscussPost.

// S
hits

})i

ed

DiscussPostRepository discussRepository;
sert Test Data

oid testInsert() {

ussPost post = new DiscussPost();
setId(1001);

setTitle ("EEAMEZKINER") ;
setContent ("AJ” FH A THIEDLFIE ... ") ;
setType(0);

setScore(88.8);

setCreateTime (new Date());

ussRepository.save(post);

mplex Search

oid testSearch() {

tep 1: Build Query

veSearchQuery query = new NativeSearchQueryBuilder()
.withQuery(QueryBuilders.multiMatchQuery("BEXMELZ", "title", "content"))
.withSort (SortBuilders.fieldSort("type").order (SortOrder.DESC)) // EBIf

.withSort (SortBuilders.fieldSort("score").order (SortOrder.DESC)) /! Bk
.withSort(SortBuilders.fieldSort("createTime").order (SortOrder.DESC))
.withPageable (PageRequest.of (0, 10)) // ©O}A
.withHighlightFields(
new HighlightBuilder.Field("title").preTags("<em>").postTags("</em>"),
new HighlightBuilder.Field("content").preTags("<em>").postTags("</em>")
)
.build();

tep 2: Execute
chHits<DiscussPost> hits = elasticsearchOperations.search(query,

class);

tep 3: Process Results

.getSearchHits().forEach(hit -> {

DiscussPost post = hit.getContent();

Map<String, List<String>> highlights = hit.getHighlightFields();

// BApply highlights (if any)

if (highlights.containsKey("title")) {
post.setTitle(highlights.get("title").get(0));

}

System.out.println(post);



4. Critical Notes
A. APl Compatibility

e Avoid deprecated clients:
o ES5.X: TransportClient x
o ES7.X: RestHighLevelClient x
o Recommended:

m Spring Data Elasticsearch (as shown above)
= Or ES 8+ Java Client (Official Docs)

B. Highlighting Workaround

e ES returns raw data with <em> tags - frontend handles rendering:

// React/Vue example

<div v-html="post.title"></div> // Renders <em> tags as red

C. Why Downgrade Worked

e Spring Data Elasticsearch 4.x (used here) has best compatibility with ES 7.x.
e ES 9.x requires Spring Data Elasticsearch 5.x + major code refactoring.

5. Verification Steps

1. Check indices:
curl -X GET "localhost:9200/ cat/indices?v"
2. Query data:

curl -X GET "localhost:9200/discusspost/ search?g=title: BEXESL"


https://www.elastic.co/guide/en/elasticsearch/client/java-api-client/current/index.html
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Cookies

Save Response ooo

= Q

GET v localhost:9200/discusspost/_mapping
Params Authorization Headers (7) Body Scripts Tests Settings
Body Cookies Headers (5) Test Results ) 200 OK 47 ms - 715B @
{} JSON v > Preview {9 Visualize =
1 4
2 "discusspost": {
3 "mappings": {
4 "properties": {
5 "_class": {
6 "type": "keyword",
7 "index": false,
8 "doc_values": false
9 i
10 "commentCount": §
11 "type": "integer"
12 t,
13 "content": @
14 "type": "text",
15 "analyzer": "ik_max_woxd",
16 | "search_analyzer": "ik_smazrt'|
17 ,
18 "createTime": §
19 "type": "date",
20 "format": "date_optional_time||epoch_millis"
21 ¥,
22 "id":
23 "type": "long"
24 t,
25 "score": {
GET v localhost:9200/_analyze
Params Authorization Headers (9) Body e Scripts Tests Settings
(O none () form-data () x-www-form-urlencoded © raw () binary () GraphQL JSON v
1 9
2 "analyzer": "ik_smart",
3 "text": "public"
4 %
Body Cookies Headers (5) Test Results @ 200 OK 51ms  567B

{} JSON v D preview {9 Visualize

O 00 NN ok WN R

B
(BN

i
"tokens": [
i

"token": "public",
"start_offset": 0O,
"end_offset": 6,
"type": "ENGLISH",
"position": 0

B &

Cookies

Beautify

5 —

@ 2] Save Response ooo

=0

T Q

© &



GET v localhost:9200/discusspost/_search ’
Params Authorization Headers (9) Body e Scripts Tests Settings Cookies
O none O form-data (O x-www-form-urlencoded © raw (O binary () GraphQL JSON Beautify
L t
2 "query": {
3 "multi_match": §
4 "query": "public",
5 "fields": ["title", "content"] @ L
A 2
Body Cookies Headers (5) Test Results @ 200 OK 51ms  602B @ Save Response  ooo
{} JSON v D> Preview {9 Visualize > T Q @
1 9
2 "took": 8, L
3 "timed_out": false,
4 "_shards": {
5 "total": 1,
6 "successful": 1,
7 "skipped": 0,
8 "failed": 0
9 ,
10 "hits": {
11 "total": §
12 "value": 0O,
13 "relation": "eq"
14 ,
15 "max_score": null,
16 "hits": []
YA DAanthat M PDimnmA- AD Ctavt Neavns A Aanlina AN N\ ads W Teanh

? public R, ERALRIBEMETF
Elasticsearch 3 HEXHIPICEER, BSoNMFIATEEILREANREMRETE, THEHEMFERTIMEKAN,

Solution: create a new indice

@Document(indexName = "new_discusspost") // {4 5|8 (CRUUEIEERR)
public class DiscussPost {

erd // g

private Long id;

@Field(type = FieldType.Text, analyzer

private String title;

@Field(type = FieldType.Text, analyzer

private String content;

or

PUT /discusspost_new

{

"mappings": {
"properties": {

"ik max word", searchAnalyzer

"ik_max word", searchAnalyzer

"ik smart")

"ik_smart")



"title": {
"type": "text",
"analyzer": "ik_max_word",
"search_analyzer": "ik_smart"
|3
"content™: {
"type": "text",
"analyzer": "ik_max_word",
"search_analyzer": "ik_smart"
|3
"userld": {
"type": "integer"
3

}
}

analyzer # search_analyzer X%I?

A H445135 B8

analyzer FHRENINDIEE "public post" - [public, post]

search_analyzer EBETENNSIEAR 2 "public" i, KA [public]

Spring Security - ET0. Nf5. MER

JavaEE Spring MV/C
" Filter DispatcherServiet Interceptor | Controller |
Filter Interceptor I Controller |
Filter Interceptor | Controller
- [k \ 4 — -
S— / N —




<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-security</artifactId>
</dependency>
<dependency>
<groupId>org.thymeleaf.extras</groupId>
<artifactId>thymeleaf-extras-springsecurity6</artifactId>

</dependency>

Spring Security
Access Control

e Login Verification

o Previously implemented via an interceptor, this basic permission management solution is now
deprecated.
o Use spring secutiry to replace LoginRequiredinterceptor
Authorization Configuration

o Assign access permissions (e.g., regular user, moderator, administrator) to all requests within the

system.
Authentication Scheme

o Bypass the Security authentication process and adopt the system'’s original authentication
method.
CSRF Configuration

o Fundamentals of CSRF attack prevention, with configurations for forms and AJAX.

<form class="form-inline my-2 my-1g-0" th:action="@{/search}">

<input class="form-control mr-sm-2" type="search" aria-label="Search" name="keyword"
th:value="${keyword}"/>

<button class="btn btn-outline-light my-2 my-sm-0" type="submit">Search</button>

</form>

/I LoginRequiredinterceptor (ZRIFAY interceptor @M FAERIIEKIZEL, Spring Security AIENEREEMN
SHIREE, MTEEATE—F, BEEM: =HTAE,

String AUTHORITY USER = "user"; // only logged incan view setting, upload, add,

letter, notice, like, follow/unfollow
String AUTHORITY ADMIN = "admin"; // only admin can delete a postset a post as Top

String AUTHORITY MODERATOR = "moderator"; // only moderator can set a post as Top



config

E X MLEE KRB R BEINEMNZAN, MLRTUERLE
EXRRAEFRYNRT ELEZE
EREFSHRNTEEE

BEXEREEFREO

SENABTIEX M SecurityContext (GAIEER) BIBE

UserService (getAuthorities)

LoginTicketInterceptor (FigetAuthorities&HiZuserfIt (R, BRZBRAFEEEERLE, MfEhostHoder
H)

@RequestMapping(path = "/logout", method = RequestMethod.GET)
public String logout(@CookieValue("ticket") String ticket) {
userService.logout(ticket);

B securityContextHollder FHYNPR! | !

SecurltyContextHolder.clearContext( )

return "redirect:/login";

LoginTicketinterceptorE A MNREIFTKEENIT, RAFEFRINEHIAMN" (EEIEZR, AEZENEKR
#ATAR, ER—XREIE, —% KRR , BHEE XD L TXES. LoginRequiredinterceptoriZ&E S
DiENControllerfyiEsk, EEFZMMEIEZIE, ENEMMEIRIRRIE (FTA#spring security{& 7 X1
INgE)

CSRFZ2— T RFIIN L & B fRcookie ticketFiE, RIMRNSMHEIBRIRSEE, BIRSIIREIE



3R
Ey

U ik

cookie
ticket TOE

|
X[ 5

cookie
ticket
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Nowcoder11, 12, 13:admin, 123456, can delete, userType 1

Nowcoder21, 22, 23, 24: , 123456

aRE I E

Github Education Pack
AWS

Tecent Cloud, Aliyun Cloud free-test Tmonth

scp -i /Users/chutongren/Documents/job/nowcoder/nowcoder-key-first.pem
/Users/chutongren/Documents/job/nowcoder/community-init-sql-1.5.zip root@8.217.11.251:/root/test/

[(base) chutongren@d8c8488d-b657-426f-86ec-6981cf87ce59 nowcoder % ssh -i /Users/l
chutongren/Documents/job/nowcoder/nowcoder-key-first.pem root@8.217.11.251
Last login: Tue Jun 17 22:58:29 2025 from 8.139.112.77

Welcome to Alibaba Cloud Elastic Compute Service !

[[root@iZj6c8scuanyuuz892kofsZ ~]# mkdir -p /root/test/

[[root@iZj6c8scuanyuuz892kofsZ ~]# exit

logout

Connection to 8.217.11.251 closed.

[((base) chutongren®@8c8488d-b657-426f-86ec-6981cf87ce59 nowcoder % scp -i /Users/|
chutongren/Documents/job/nowcoder/nowcoder-key-first.pem /Users/chutongren/Docum
ents/job/nowcoder/community-init-sql-1.5.zip root@8.217.11.251:/root/test/
community-init-sql-1.5.zip 100% 16KB 78.0KB/s ©0:00

cd~
yum list unzip*

yum install -y unzip_x86_64

1.
yum list java*
yum install -y -latest-open-jdk

TENESE, BAJKERZITIRE, KETIE, Bidhttps:/juejin.cn/post/7234428563965247546

tar -zxvf jdk-23.0.2_linux-x64_bin.tar.gz -C /usr/local/jdk
export JAVA_HOME=/usr/local/jdk/jdk-23.0.2
export CLASSPATH=$CLASSPATH:$JAVA_HOME/lib

export PATH=$PATH:$JAVA_HOME/bin


https://juejin.cn/post/7234428563965247546

java -version

2.
cd /root

tar -zxvf apache-maven-3.9.10-bin.tar.gz -C /opt

cd /opt/apache-maven-3.9.10/

pwd

e EIRET Eetc/profile: vim /etc/profile

CLICK o

export PATH=$PATH:/opt/apache-maven-3.9.10/bin
ESC, :wq

source /etc/profile {EFE AR

echo $PATH /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin:/opt/apache-maven-3.9.10/bin

3.

yum install -y https://repo.mysql.com/mysql80-community-release-el7-5.noarch.rpm

yum install -y mysql-community-server

rpm --import https://repo.mysqgl.com/RPM-GPG-KEY-mysql-2023

yum clean all
rm -rf /var/cache/yum

yum makecache

systemctl start mysqld /2 &)

systemctl status mysq|l


https://repo.mysql.com/mysql80-community-release-el7-5.noarch.rpm
https://repo.mysql.com/RPM-GPG-KEY-mysql-2023

[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl start mysqld
[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl status mysql

Unit mysql.

service could not be found.

[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl status mysqld
e mysqld.service - MySQL Server

Loaded:
Active:
Docs:

Process:
Main PID:
Status:
CGroup:

loaded (/usr/lib/systemd/system/mysqld.service; enabled; vendor preset: disabled)
active (running) since Wed 2025-06-18 01:31:10 CST; 35s ago

man:mysqld(8)

http://dev.mysql.com/doc/refman/en/using-systemd.html

13610 ExecStartPre=/usr/bin/mysqld_pre_systemd (code=exited, status=0/SUCCESS)
13703 (mysqld)

"Server is operational"

/system.slice/mysqld.service

L-13703 /usr/sbin/mysqld

Jun 18 01:31:01 iZj6c8scuanyuuz892kofsZ systemd[1]: Starting MySQL Server...
Jun 18 01:31:10 iZj6c8scuanyuuz892kofsZ systemd[1]: Started MySQL Server.

grep 'password' /var/log/mysqld.log
2025-06-17T17:31:04.469074Z 6 [Note] [MY-010454] [Server] A temporary password is generated for
root@localhost: OJAokhQYR4*+

alter user root@localhost identified by 'Nowcoder_123";

4

scp -i /Users/chutongren/Documents/job/nowcoder/nowcoder-key-first.pem
/Users/chutongren/Documents/job/nowcoder/init_sql.zip root@8.217.11.251:/root/

unzip -d /root init_sql.zip

mysql -u root -p

create database community;

use community;

source /root/init_sql/init_schema.sql;

source /root/init_sql/init_data.sql;

source /root/init_sqgl/tables_mysqgl_innodb.sql;

show tables;

SELECT header_url FROM user;

EEXA P kRE81E, W HlocalhostiZEEAHAIELAL

UPDATE user

SET header url = 'http://images.nowcoder.com/head/666t.png’
WHERE header url LIKE 'http://localhost%';



yum list redis*
yum install -y redis.x86_64
systemctl start redis

systemctl status redis

[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl start redis
[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl status redis
@ redis.service - Redis persistent key-value database
Loaded: loaded (/usr/lib/systemd/system/redis.service; disabled; vendor preset: disabled)
Drop-In: /etc/systemd/system/redis.service.d
L1limit.conf
Active: active (running) since Wed 2025-06-18 01:56:16 CST; 6s ago
Main PID: 14508 (redis-server)
CGroup: /system.slice/redis.service
L-14508 /usr/bin/redis-server 127.0.0.1:6379

Jun 18 01:56:16 iZj6c8scuanyuuz892kofsZ systemd[1]: Starting Redis persistent key-value database...
Jun 18 01:56:16 iZj6c8scuanyuuz892kofsZ systemd[1]: Started Redis persistent key-value database.

redis-cli

keys *

6

Kafka

tar -zxvf kafka_2.13-3.9.0.tgz -C /opt

[a & BEnfkafka

cd /opt/kafka_2.13-3.9.0

bin/zookeeper-server-start.sh -daemon config/zookeeper.properties

nohup bin/kafka-server-start.sh config/server.properties 1>/dev/null 2>&1 &

bin/kafka-topics.sh --list --bootstrap-server localhost:9092

7

tar -zxvf elasticsearch-7.17.1-linux-x86_64.tar.gz -C /opt

unzip -d /opt/elasticsearch-7.17.1/plugins/ik elasticsearch-analysis-ik-7.17.1.zip
cd /opt/elasticsearch-7.17.1/config

Vim elasticsearch.yml

/tmp/elastic/data

/tmp/elastic/logs

vim jvm.options



-Xms256m
-Xmx512m

~esq

7 OBa] B T WBGT BT 55 6% 7 IBaIBaI T BaT B ] %2 Bt armZR A T W 1% 286
rm -rf /opt/elasticsearch-9.0.2 # MIFREEIRARA

WIR, AFEDS, MZEhttps://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.17.1-linux-x86_6
4.tar.gz

8

tar -zxvf apache-tomcat-11.0.8.tar.gz -C /opt

vim /etc/profile

Export PATH=$PATH:/opt/apache-tomcat-11.0.8/bin

source /etc/profile

startup.sh

[root@iZj6c8scuanyuuz892kofsZ binl# startup.sh
Using CATALINA_BASE: /opt/apache-tomcat-11.0.8
Using CATALINA_HOME: /opt/apache-tomcat-11.0.8
Using CATALINA_TMPDIR: /opt/apache-tomcat-11.0.8/temp
.0.2
.0.8

Using JRE_HOME: /usr/local/jdk/jdk-23
Using CLASSPATH: /opt/apache-tomcat-11
Using CATALINA_OPTS:

Tomcat started.

/bin/bootstrap.jar:/opt/apache-tomcat-11.0.8/bin/tomcat-juli.jar

O oa®r 1 BREX TCP B#9: 8080/8080 JB: Fi#1Pv4(0.0.0.0/0) Tomcatf§ss 2025%6H817H pig gl

22:25:26 s

http://8.217.11.251:8080/



https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.17.1-linux-x86_64.tar.gz
http://8.217.11.251:8080/

A\ Not Secure  8.217.11.251:8080

Home Documentation Configuration

Examples Wiki

Apache Tomcat/11.0.8

™

Recommended Reading:

Security Considerations How-To

Manager Application How-To

/ Clustering/Session Replication How-To

Developer Quick Start
Tomcat Setup
First Web Application

Managing Tomcat

Realms & AAA

Examples

JDBC DataSources

For security, access to the manager webapp is

restricted. Users are defined in:

$CATALINA_HOME/conf/tomcat-users.xml

In Tomcat 11.0 access to the manager
application is split between different users.

Read more...

cd /opt/apache-tomcat-11.0.8

Cd webapps

9

yum list nginx*

yum install -y nginx.x86_64
vim /etc/nginx/nginx.conf

upstream myserver {

Documentation

Tomcat 11.0 Documentation

Tomcat 11.0 Configuration
Tomcat Wiki

Find additional important configuration

information in:

Mailing Lists

() GoogleLens Y <} c

Find Help

FOUNDATION

a

f APACHE 5

Server Status
Manager App

Host Manager

Servlet Specifications

Tomcat Versions

Getting Help
FAQ and Mailing Lists

The following mailing lists are available:

tomcat-announce
Important announcements, releases, security
vulnerability notifications. (Low volume).

pache.org

tomcat-users

server 127.0.0.1:8080 max_fails=3 fail_timeout=30s; # {§E#E: fail timeout}

server { listen 80; server_name 8.217.11.251; # {8E#H5:
proxy_set_header Host $host;

p://myserver;
systemctl start nginx
systemctl status nginx

‘Wq

server_name
proxy_set_header X-Real-IP $remote_addr; }}

location / {

proxy_pass htt


http://myserver/

[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl start nginx
[root@iZj6c8scuanyuuz892kofsZ ~]# systemctl status nginx
nginx.service — The nginx HTTP and reverse proxy server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; disabled; vendor preset: disabled)
Active: active (running) since Wed 2025-06-18 04:38:42 CST; 5s ago
Process: 19985 ExecStart=/usr/sbin/nginx (code=exited, status=0/SUCCESS)
Process: 19981 ExecStartPre=/usr/sbin/nginx -t (code=exited, status=0/SUCCESS)
Process: 19979 ExecStartPre=/usr/bin/rm -f /run/nginx.pid (code=exited, status=0/SUCCESS)
Main PID: 19988 (nginx)
CGroup: /system.slice/nginx.service
19988 nginx: master process /usr/sbin/nginx
19989 nginx: worker process
19990 nginx: worker process

iZj6c8scuanyuuz892kofsZ systemd[1]: Starting The nginx HTTP and reverse proxy server...
iZj6c8scuanyuuz892kofsZ nginx[19981]: nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
iZj6c8scuanyuuz892kofsZ nginx[19981]: nginx: configuration file /etc/nginx/nginx.conf test is successful
iZj6c8scuanyuuz892kofsZ systemd[1]: Started The nginx HTTP and reverse proxy server.

O onw 1 BEX TCP E#9: 80/80 iB: FiA1Pv4(0.0.0.0/0) nginxftIE 2025%6H17H wiE S
22:42:37

/\ Not Secure 8.217.11.251

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/11.0.8

™

Recommended Reading:

Security Considerations How-To

Manager Application How-To
/ Clustering/Session Replication How-To

shutdown.sh
cd /opt/apache-tomcat-11.0.8/
cd webapps/

rm -rf *

MR EH global.jsFpr.

scp -i /Users/chutongren/Documents/job/nowcoder/nowcoder-key-first.pem
/Users/chutongren/Documents/job/nowcoder/community.zip root@8.217.11.251:/root/



unzip -d /root community.zip
cd /community

mvn clean package -Dmaven.test.skip=true

oot-loader-tools-3.4.3.jar
central org/apache/commons/com

4-4.4.jar
Downloaded central org/vafer/jdependency/2

Downloaded central org/apache/maven/shared
ency-tree-3.2.1.jar

Downloaded central org/antlr/antlr4—runtim

Downloaded central org/jdom/jdom2/2.0.6.1/
Downloaded central org/apache/commons/comm
-4.4.jar

[INFO] Replacing main artifact /root/community/target/RO0T.war with repackaged archiv
/s

[INFO] The original artifact has been renamed to /root/community/target/RO0T.war.orig
[INFO]

[INFO] BUILD SUCCESS

[INFO]

[INFO] Total time: ©01:04 min

[INFO] Finished at: 2025-06-18T05:14:36+08:00

[INFO]

cd target/ ROOT.WAR
mv ROOT.war /opt/apache-tomcat-11.0.8/webapps/

cd /opt/apache-tomcat-11.0.8/webapps/

Tables



id2 integer y o— d& integer —o id2 integer
user_id & integer > = username varchar(50) N < user_id & integer
ticket varchar(45) password varchar(50) entity_type integer
status integer salt varchar(50) entity_id integer
created_at timestamp email varchar(50) N < target_id & integer
type int content text
status int status int
activation_code varchar(100) create_time timestamp
id 2 integer header_url varchar(200)
user_id & integer(45) > created_time timestamp
title varchar(100)
content text id2 integer
type int N < from_id & integer
status int < to_id & integer
create_time timestamp conversation_id varchar(45)
comment_count integer content text
score double status int
create_time timestamp

// Use DBML to define your database structure

// Docs: https://dbml.dbdiagram.io/docs

Table user {
id integer [primary key]
username varchar(50)
password varchar(50)
salt varchar(50)
email varchar(50)
type int
// 1 =normal user, 2 = admin, 3 = author/poster
status int
// 0 = active, 1 = inactive
activation_code varchar(100)
header_url varchar(200)

created_time timestamp


https://dbml.dbdiagram.io/docs

Table login_ticket {
id integer [primary key]
user_id integer
ticket varchar(45) // core
status integer // 1 = valid

created_at timestamp

Table discuss_post {
id integer [primary key]
user_id integer(45)
title varchar(100)
content text
type int
status int
create_time timestamp
comment_count integer

score double

Table comment {
id integer [primary key]
user_id integer
entity_type integer
entity_id integer
target_id integer
content text
status int

create_time timestamp



Table message {
id integer [primary key]
from_id integer
to_id integer
conversation_id varchar(45)
content text
status int // 0 = unread, 2 = deleted

create_time timestamp

/1 user 5 login_ticket 2—%% (— AP ABENNZSIMERE)

Ref: login_ticket.user_id > user.id // many-to-one

// user 5 discuss_post 8—X% (—TAFPAUEZ M IEF)

Ref: discuss_post.user_id > user.id // many-to-one

/I user 5 comment 8—X% (—THFPAMNUEZ ML)

Ref: comment.user_id > user.id // many-to-one

Ref: comment.target_id > user.id

// comment 5 discuss_post fZ7E[E#&Z5|H (comment.entity_type = 0§+, I entity_id = discuss_post.id)
// comment.entity_type = 1 — discuss_post.id

// comment.entity_type = 2 — comment.id

// message &R from_id ] to_id #F$&[@ user
Ref: message.from_id > user.id // many-to-one

Ref: message.to_id > user.id // many-to-one

// Ref notes.field > users.type
// Ref user_posts: discuss_post.user_id > user.id // many-to-one

// Ref: user.id < follows.following_user_id



// Ref: user.id < follows.followed_user_id

¥ 1. entity_type [/ entity_id EFE5E?
=, ENEGERESXI"ZESXKE" (polymorphic association) HI—FfAR .
o entity_type : RFITICHISTRER (M1 1 RRIETAOTL, 2 RTITIEHES)

e entity_id @ RRIFICHINZR ID, XN discuss_post.id B¢ comment.id

A BENTREEEFBEX EHIME, ER:
o HUEEIMEREBERR-—TEENEK (TRMNSIERER)
 FINTEBEASFEMBELEL

YV FRBA: MIBIBLEIRZIME", BEHEERITH, TEEEREMEAOR, BASBMNEMES

3. discuss_post.comment_count @A =2H

TREEL, FRWOT:
o comment_count 2—PTURFER (denormalized field)

BERAR, RENRAZHITME, FAEIMEIKREKFER

3]
U

@ Copy ¥ Edit

COUNT () comment entity_type = entity_id = discuss_post.id

TTEEEN
o FRANEAREELS comment REII/MNESEL
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